Goals in Crsplv

A Conkdcn*ia[fltj! Heeping secref doka secref

2 Integrily: Preventing modshicakion

3 Authenbicakion: Prevenbing hrauds

G. Non- vepudiakion: Prevenling demials of messages sent



Symmetric crypto

Plain text —» Encryphion «— Uey — Decrgplion — Plain text

l !

Ciphertext ——— Ciphertext

Examplen
- Subshiubon cipher: Substihle each [cHer wHh Hhe corresponding
lehler ac.cordlna b SK, a bigechve 440 1 Funchion
— ©TP: HK=Mm=C={0,11", ECk.m)‘kOm . O(kic)=k @c
= W perfect secrecy: The ciphertext reveale o info about Hhe plaintert
Lo Mo ciphertesd only alacks
L (Rl LAl
- Never use some R twice becavse <@ ¢ = my® m,
> Kb belong for perked secrecy
— Slream cipher: Same o OTP, but K is generabed besed on seed s
<> Uses PRG.
— Block cpher: Encropt daka in Hyred- size chanks
< Dilherent mole of operation:
= Eledronic codebook (ECB): Each block is encrypled independently
< vuleensble to paftern attacks
= Cipher block chaining (CBC): Each block is XORed with previous block
+ requires imk vedor (1V) before encryption
~ Counter mode (CTR): Counler value (counter nonce) ic euugpkol
and XORed with plainbesct
= |mplwentation : Data encryption stondard (DES)

message —» |:||:||:|_. [4¢ Feistel rounds [ — |:||:||:|

inverse

rye p:‘::ﬁt;l-n \M_“M/ permutmbion ik
St ]/

Unsafe = Triple DES C2DES):
= 2E(Cka1ky k), block)= E(ka D (kyt ECky \ block)))

~ backwords Campc."ul»i\;lg= 3DES = DES if L1=k._='<1
22 kme, so il's safe (5 1%°) bt not elfkeient

- ollack requires



- 2DES would le enou_gh, I ' bl valnerable b
Mlb‘-*in- U«.- Mio“l{ oﬂmkw
- E(ke, EC(ky m))=c  ¢=> Elkym) = D(kaec)
~ Build “‘Dl‘“p l‘ﬁu‘ ‘°f ol l‘1 tLl W A"M(. ma‘cln
- Can be done in 2¢!

Trapdoor Funchong

£ easy ilh trapdoor |



6 space of outpel k'
Pseadorandom Generabors (PRE) ®/—\ imege

~ 6: {0‘1}"'1‘ {0,4}" n>>|
~ called secare if for ong clhicient stakshcal test D (Distinguisher)
i) holds that IPLDLG(s)) =17~ PLDLA)=1T] isnegligible.
s= fo1* v={o4}
~ an unprediclable paG means thot o park of L' gines no info aboul
the rest

Semonkc Se,r..ur?‘y

An a.o!vtsorg canrol derive mc,umin_lgfu.l. irmokon from cipherlexts.
Tesh: Diskinguish between encryptions of two chusen plaintexd.

If the advisory com deduce  semsihve Informabion or even Lhe
PK, thew Vs is  called o  chasen ploainked aleck (CPA)



Public Wey Cryoh
Abce {&k P“ .B.L .Sll)
Plainbext —> Encraphon ——> Decry phon —— Plinted

Key Gen (X) = (pky sk)
Enc (pk,m)=zc
Dec (sky m)

Public Key Infrastructure

- Cekhicale authoribies [CA)  Dtues cerlificates Mol Alce's Py i
vakid. Thic crebs a Sr'njle Souvce of vk and single point of
s bre.

- Dishidubed Chs com ol issue | bu} may or may not hwl each
o Fher

- Web of trusl wmeax everqome Com (sSue corts omd there (s
o chain of trud

Textboolk RSA (amemt of ramben (ebbily prime
1) Diskinch primes piq- Compauk N= Pqr b (V) - (p—'l)[q-‘l)
1) Choxe ¢ € Zq;“,) Such thal scA(hﬂf/n:f: Cmpudg d:e-1 mod &(4/)
3) pk=2 (N, e}  sk= (N d)
EKCPJH ") = m® mal N DZCLS[(, L) = (_d mod &/
Civ\cliwg Nis o VP problem caled Yhe fachring problem ,bul  nof
senonhically secor

Eslerde) Euc lideon Modaular lnrescon

ax + by= ged( ob) oy =4 mod m
r=o md b eask only if ged(am)e1
ae ) EE on axt my=1
be—r Reduce > mod m
she il =0
Chinese Remodnder Theorem
XK E0q Mod nq N=m|-...-v\“ Find N."M;E‘i wod 1y
X 2o, Mol Wy N;:%ﬂ ¥= g‘u;-M"M; mod N

whtve N e patrwise Copnme (5‘-0‘('\2 (“j )"4'5



Sccur“g Concepts
IND-CPA: H‘uslinguiskablc chosen plinted afack
< Tesh: Can oHacker diskinguish e cipherlexts of 2 chum plintexds
INO-CCA: Indishngushable chosen ciphertest abhack
- Tk (o allacker dbﬁnguisﬁ We cipherlexl's of 2 choen phinterds
with access |o decrgphion algo (excepl for He L cipherlevks)
Passing Hhe tests requires  success prababilily > 50%
R$A Ails bobh El Gamal is secure agqoinst IMD-CPA.

Homomorphism
F(a)* Hb) = £laeh) Elo) £CL) =/(a%})
DS4 cand El aml sve homomerphic:
E(pk, me) - Elpk¢my) = E(pk, mqs-m, )

El Gamal
1. Beatrale descriphon of cycle group 6=¢g> of orderg
2 Choose x4 q-1] and compuk hcg*
3. pk=(6.qrqh) skz(s)
EnC(pk, In)=
1. Pick randem r € {4, .. q-47, compuke eq=g"
2 Compuk taz=wm h” = c=(eq c)
Dec[sk,c)'.
4 k= 4"
L ome e ke,

Relies on H\c descrele (05 Problem:

A Given h amd g, it s infosable b compuh x
Y The shovel secrel k= o mod p  remains fsecure



Dalo. lnleJn' ‘3

(onfidenkiality (i.e. encryphion)  does not imply inle\_gn'l-‘_
The ouiw.rsnr_\, doesn't have b break the cg'p)llr fo modt'l:y
the mescage.

Cryptographic Hash Funchions
Maps orbiltary long inputs into fixed size bit strings. A small
change in input should yiell significantly different output.

These Funclions ore one-way, meaning they are easy 4o
colewlabe | but hard to reverce.

Problem: H: M~ T ¢ bal N[ M1 > “T", so collisions exish:

Himo)= Mlm) mo# m,. IF Wal's nob lrue, hen B i o shog hash.

His collision vesisbont if Hhere is no elbicient algaril-ﬁm b Lnd
collisions. IF Hal's the cose then h is & weak hash.

(F we take 2" inpuks and compule }; = Bim) € [0,41", we have o SO% chance
ot o collision (simler s birthdoy paradox).

Diffic - Hellman

Secare way fo exchange crypiographie [(;3:.

Public parometers :
- P prime }cgcﬁ; mulliplicafive group 6
- ®: generolor

Privale paromS:
- o,b € “,...lq~‘|}

Public M&:s.r:

Shored key:

-~ K= B* modp ¢=> K:=A"mod p
> Asain ma.la'ns use ol chs beb’em =5 (.ompu‘o.l-iona“g infcc.mi[e
~ Alse works for 3 users | but not more



Message Authenticokion Code (MAC)
Creale a tag fo ensure message integrity and aubhentication.
A MAC is o lriple of elficient olgorithms: KeyGen, MAC Verify:
= Keaben(N)= k :  X: securily paromeler, k: secrel key
- MACCkm)= } : =g generakion
- VeibyCkemb) = (0,43 : delerminishic
[ has o correctness properly if Verifg(kom, MAC( kim)) = 1.
A MAC mul nof' al(ow rnr an Cxis{'&n\-ial. -Forsers ,meum'ng on q.“odqr
can't produce a valid message-tag  pair (m',#') for a new message
m' withow knouing k.

\mplemen‘-ukon of MAC

- Row CBC-MAC: F o Kx M' > M, where M'= {043 . Message m is spbt
tabo L blocks of length n.
Ce=0" =» (C;=F (m; () iz4.,l = I=C

me m, m,
Ve e
Pk, | Flke) | H)—¢,

However, this is insecare. Civen o wld (m, ) palr, the allacker

can choose m=m Il (& m):

Feaclkem') = Fege(k, Fege (kkm) @ (4@ m)) = F e (k t@ (+@m))
= Fee (kum) =t

Thus, (m'(H) is a valid pair.

This com be hixed by encrypting T with onother secret key:
F(k,, COC-MAC, (M)). This is calld ECBC- MAC.

~ HMAC: S(k,m)= H(k® opad Il H(k® ipoed) lim), where opad and
ipod oare liced conshants wsed for padding.
I+ is proven b be secure



Digital Signakures
" Al-‘;c PR
Mice. S —» Siqn —» Vorihy — TIF
A public-key signabure scheme is on elicient algo triple}:
KeyGen (2) = (pk, sk)
Sign (sk,m) > &
Verify (pkim, o) > {0, 1}

]

Textbook RSA Signalure :
A Genernl two \-bi} Primes p and g, lompule Mzpq and #(W).

2. Choose on énkgu e s Zyy)y Such thal gcdle 6(M)=1 and
compule d=e™! mod $(N)

3. pk=(Nie) ond slz (V. d)
chn(slc m)= m moo'// A
Verify (pk,m; o) = 02 mod Vi m

Correctness : Verify [ pk, m, Sign(sk,m))=1
o= m't mad N

Tlvn's is aga.in holomorphn'(‘_! Slsn (SL m) St_gﬂ(;k, m1) S mf MJ N
(u\4 mq_') Modlf/" Scsﬂ(mt "'1.)

This is nol secure ogainst existenbiol Forgery. We can gef
the sighatwe of lheir ,:raJuci withow o key. To solve (b,
we can hosh m [frsh:

Sn(sk, W(a): Signlsk, Kimal)= Hin)% Hiny)” !
< (“‘Mq) H(m-J) + [ulnq'mg_))

This is colled hash-and-sign and is secure.



Digital Signature Algorithm (DSA)
R!gccn()s) > (pl:. S"L)
1. Choose a. group b of order g vith generahbr g and «
rondom =€ {4 . q-1] omd r_ompulc X=g"
2. Specily o hash funchion H: {0,1}" » Z4
3. Seb ok=(G,q,q,X) and sk=x
G n(slt,m) - (p,s) |
g(ompuk R=(g" mod p) mod q and S=MM)¢_"M mod q
VC"‘%(P‘QMJQ’)1 Ly
RE (g" . X% mod p) mod q

Disilul S’gnql-urcs vs. MACs
Digifal Signatures:

~ simpler dishibuhion

- only stgn once

- publitly veribiable (also ('ransfaaue-')

= Non- repudiakion = Aubhor connol odleny Signing if
MACs:

- One l((j [or each reu'p-'cm"

~ New MAC Fa each recipient

- Only receiver can verily

- Adthor com oluuj havins created a MAC hr o message



